BBIIINCKA U3 KOHIEIIIINN
rocyJapcTBEHHOI crcTeMbl 00HAPY:KeHHS, IPeaynpesKaeHu st
U JIMKBHJAIUH NOCJIeICTBHII KOMIILIOTEPHBIX aTaK
Ha uH¢opmannoHHbIe pecypcbl Poccniickoii Menepanun

(Konnenuus yreepxaena [Ipesunentom Poccuiickoit @eneparuu
12 nexabpst 2014 r. Ne K 1274)

I. O01me nooXKEeHUs

1. Hacrosueit Konnenmnueii onpenenstorcs Ha3HaueHHe, QYHKIINHA U
OPUHLMIBI  CO3JaHUs TOCYJAapCTBEHHOM  CHCTeMBI  OOHapy>KeHHs,
IpEeayNpeKICHUs W JIMKBUJAUMU IOCJIEICTBUA KOMIBIOTEPHBIX aTaK Ha
uHpopmanroHHele pecypcsl Poccuiickoit @enepanun (nanee - Cucrema),
a TakkKe BHUIBl oOOeclieyeHHs, HEOOXOAUMBIC JUIsI €€ CO3JaHus W
(GYHKIMOHUPOBAHUSL.

2.Cucrema mpeactaBiseT coOOW eIMHBIN IEHTPaIU30BAHHBIMH,
TEPPUTOPHAIIBHO PACIPENEICHHBI KOMIUIEKC, BKJIIOYAIOMUNA CHIIBI U
CpelacTBa OOHApYKEHHUsI, NPEeAYyNPEeXICHUsS U JUKBUAAIMH TOCIEICTBHUIA
KOMIBIOTEPHBIX aTaK, (eaepaibHBIM OpraH HCIOJHUTEILHON BIIACTH,
YIIOJIHOMOYEHHBIH B 0OJlacTH obecreueHusi 0e30MacHOCTH KPUTHUYECKOM
uHQOpMaMOHHON  MHPpacTpykTypel  Poccuiickoit  ®Demepanuu, wu
¢enepanbHBIl OpraH HCIOJIHUTENLHOW BJIACTH, YIOJHOMOYEHHBIH B
oOnactu co3nanus u obecriedeHus: QyHKIUOHUPOBaHUSI CUCTEMBI.

4. IIpaBoBytr0o ocHOBY Hacrosmedn KoHmenmuu  cOCTaBIsIOT
Koncruryus Poccuiickoit denepanuu, dhenepanpabie 3akoHbl, CTpaTerus
HaIpoHabHOU Oe3omacHoct Poccutickoit @enepanuu g0 2020 roxa,
JloktpuHa uHpopManuoHHON Oe3omacHoctu Poccuiickoit Penepanmu,
VYka3 Ilpesunenta Poccutickoit @enepanuu ot 15 suBaps 2013 . Ne31c
«O co3maHuy rocy1apCTBEHHOM CUCTEMBI 00HAPYKEHHUS, TPEAYTIPEKICHUS
Y JUKBUJALMY ITOCIEACTBUM KOMIBIOTEPHBIX aTak Ha WH(OpPMAIMOHHBIC
pecypcrl Pocculickoli @enepanyiny U HHbIE HOPMAaTUBHBIE IIPABOBBIE aKThI
Poccuiickoit @enepannm.

5. B nacrosmel KoHnenmuy MCnoib3yrOTCsl CIIEIYIONNe OCHOBHEIE
IIOHSATHS: '

a) cyobekTel CucTeMBI - QpenepalibHBIi  OpraH  HMCIOJHHTENEHON
BJIaCTH, YIIOJHOMOYEHHBIH B obyiacTu oOecredeHUs] O€30MacHOCTH
KpUTHYeCKOH  MHpOpManuoHHOW  HH(pacTpykTypel  Poccuiickoii



Denepanum, (penepanbHBIN Oprad  WCIOJIHUTEIBHOU BJIACTH,
YIOJNHOMOYEHHBIHA B objactu  co3gaHusl U obecnieyeHus
¢yuxuoHupoBaHuss CucTeMbl, BiIafenblibl HHOOPMAIIMOHHBIX PECYPCOB
Poccuiickoit enepanuu, onepaTopsl CBsI3U, a TAK)KE WHBIE OpTaHU3AIINH,
OCYILECTBIIIOIINE JIMLIEH3UPYEMYIO JESITENbHOCTh B OOJACTH 3alllUTHI
uHpOpMaInH;

0)30Ha OTBETCTBEHHOCTH cyOBekTa (CHCTEMEBI - COBOKYITHOCTE
MHQOpPMaLIMOHHBIX pecypcoB Poccuiickoit dDenepaiinv, B OTHOIIEHHH
KOTOpPBEIX  cyObekToM  Cuctemsl  oOecneuuBaroTCs  OOHapyXeHHe,
peaynpexaeHue U TUKBUIALNS TOCIIEICTBUN KOMIIBIOTEPHBIX aTak;

B) cuibl  OOHapyXXeHHs, TMpPeNyNpeXIeHUs W  JTUKBUIAIUH
IIOCIEJCTBUI KOMIIBIOTEPHBIX aTak - YIIOJHOMOYEHHBIE MOApa3eNIeHUs
cy0bekToB CHCTEMBI U CIIELMAlIbHO BHIICTICHHBIE COTPYAHUKU CYOBEKTOB
CucreMpl, IPUHUMAIOIIME yYacThe B OOHapYXEHUH, MPEAyNPEKICHUN H
JUKBUIAIUN TOCIEACTBUA KOMIBIOTEPHBIX aTak Ha WHGOPMAIOHHBIE
pecypcsl Poccutickoi @enepanuy;

I) cpefcTBa OOHAapy)XEHUs, MNPeAyIpekKACHUS U JMKBUIALUU
TIOCJIEICTBII KOMIBIOTEPHBIX aTak - TEXHOJOIUH, a TaKKe TeXHUYECKHe,
IpOrpaMMHEIE,  JIMHTBUCTHYECKHE,  MpPaBOBHIE,  OpraHU3aI[MOHHEIE
CpelCcTBa, BKJIIOYAsl CETU U CpEJICTBA CBsI3M, CpelicTBa cOopa M aHaIm3a
UHPOpPMALUK, TOAJNEPXKKU IPUHITHS  YIPaBIEHYECKUX  pelIeHUi
(cuTyallMOHHBIE  LIEHTpPHl), IpeJHa3HaYeHHble U1  OOHapyXeHus,
IpeaynpexXAeHNUs] U JIMKBHJALMYU IOCIEICTBUI KOMIBIOTEPHBIX aTak Ha
nHpopMaLroHHBIEe pecypchl Pocculickoit Denepanuu.

II. Haznauenue, pyHKIUU, TPUHIUIEI CO3IaHUS
U pyHKIMoHUpoBaHus CUCTEMBI

6. OcHoBHBIM HaszHaueHneM CuHCTeMBI SBIsJETCS oOOeceuyeHue
3aIUIICHHOCTH UHGOpPMaIMOHHBIX pecypcoB Poccuiickoii dexnepaiuu ot
KOMIILIOTEPHBIX aTaK ¥ IITaTHOTO (yHKIMOHUPOBAHUS JIAHHBIX PECypCcOB
B YCJOBHSIX BO3HUKHOBEHHS! KOMIIBIOTEPHBIX WHIMIECHTOB, BBI3BaHHBIX
KOMIIBIOTEPHBIMH aTaKaMHU.

7. )1 BBITIOJTHEHUS OCHOBHBEIX 3aJlady, OINPEICNICHHBIX B YKaze
Ilpesunenta Poccuiickoit @Pepepammu ot 15 sauBaps 2013 1. Ne3le
«O co31aHUM TOCYIapCTBEHHON CUCTEMBI OOHAPYKEHUS, TPEAYyIPEKACHUS
U JINKBUJAIIAA TIOCTIEACTBHN KOMITBIOTEPHBIX aTak Ha HHGOpPMaIMOHHEIE



pecypcenl Poccniickoit @enepannny», CucremMa OCyIIECTBISIET peaTH3aI[HIO
CIIEIYIOIUX QYHKIIUMN:

a) BBIABICHHE IIPU3HAKOB TIPOBEJCHHS KOMITBIOTEPHBIX  arak,
ONpelieJIeHNe HMX HCTOYHUKOB, METOJOB, CIIOCOOOB U  CPEJICTB
OCYIIECTBJICHUSI W HAIPaBJIEHHOCTH, a TaKXe pa3paboTKa METOJ0B U
CpeACTB OOHApyXEeHHSs, MPEeXyNpeKIeHUS W JUKBUIAIUU IOCIENCTBHI
KOMITBIOTEPHBIX aTaK;

0) popmupoBaHHEe U MOAJEPXKAHUE B aKTYaIbHOM COCTOSHHH
AeTaIn3upoBaHHON HHQOpMaiun 00 HHOOPMAIMOHHBIX  pecypcax
Poccuiickoii ®enepanyy, HaxXOASIIMXCSI B 30HE OTBETCTBEHHOCTH
cyObekToB CHUCTEMBI,

B) IPOTHO3UpPOBaHME  CUTyanuun B  objacTd  oOecreueHus
nHpopManmoHHo Oe3omacHoctn Poccuiickoit dDenmeparuu, BKIIOYas
BBISIBJIEHHBIE U IPOTHO3UPYEMEIE YTPO3bI K KX OIEHKY;

I') OpraHu3anus u OCYIIECTBIICHUE B3aMMOJEHCTBUS  C
IPaBOOXPAaHUTEIIBHBIMA OpraHaMd M JIPyTUMH  [OCYJapCTBEHHBIMH
OpraHaMu, BiaJeflbllaMd WHQOPMAIIMOHHEIX pecypcoB Poccuiickoit
Qenepanyy, ONEpPaTOpPaMU CBSI3M, HHTEPHET-IpOBalepaMd W HHBIMH
3aHTEPECOBAHHBIMH OpraHu3alusIMU Ha HAIMOHAJILHOM U
MEXIYHApPOAHOM YPOBHSX B 00lacTh oOHapyKEHUsI KOMIBIOTEPHBIX aTak
M YCTaHOBJIEHHMS WX MWCTOYHHMKOB, BKIIIOYas oOMeH uHopMmamumend o
BBISIBJICHHBIX KOMITBIOTEPHBIX aTakaX U BBI3BAHHBIX UMM KOMIIBIOTEPHBIX
MHIU/ICHTAX, a TaKkKe OOMEH ONBITOM B chepe BBISBICHHUS U yCTPaHEHHS
ySI3BUMOCTEM  MporpaMMHOro  oOecriedeHuss U OOOpyAOBaHUS U
pearupoBaHus Ha KOMITbIOTEPHBIE UHIIW/ICHTHI;

1) OpraHu3alusi U IPOBEJACHUE HAyUYHBIX HCCIEJOBaHUU B cdepe
pa3paboTKH ¥ TPUMEHEHUsI CpPEeICTB M METOAOB OOHapyXeHWUs,
IpeayNpeXICHUS U JUKBUJALNHU TOCIEACTBAA KOMIIBIOTEPHBIX aTak;

€) OCYIIECTBIICHUE MEPONPHUSITHI 0 00EeCHeueHUu0 MOATOTOBKU H
IOBBIINICHUS] KBAIU(QUKAIMK KagpoB, TpeOYIOIUXCS ISl CO3JAaHUS U
bynkmonrpoBanus CUCTEMBI;

X)cOop W aHanu3 HHQPOpPMAIMM O KOMIIBIOTEPHBIX aTakax u
BEI3BAaHHBIX MMM  KOMIIBIOTEPHBIX  HMHIUAEHTaX B  OTHOLICHWH
nHQOpMalMOHHBIX pecypcoB Poccuiickoit ®Penepanyu, a Takke o
KOMITBIOTEPHBIX ~ HHUMJAEHTaX B  HHPOPMAIMOHHBIX CHUCTEMax H
HHPOPMAIMOHHO-TEIEKOMMYHUKAIIMOHHBIX ~ CETSAX JPYIrUX CTpaH, ¢
KOTOPHIMH B3aMMOJEHCTBYIOT BiaAeiblibl MH(OPMALMOHHBIX PECYpPCOB
Poccuiickoit @enepainu;



3) OCYIIIECTBIIEHUE MEPONPUATUN MO ONEPATUBHOMY PEArupOBAHUIO
HAa KOMITbIOTEPHBIE aTaKy U BBI3BAaHHBIE UMU KOMIIbIOTEPHBIE MHIUIEHTHI,
a TakKe 10 JIMKBUAALMUKA TIOCIEICTBUA JAHHBIX KOMIIBIOTEPHBIX
WHITNICHTOB B MH(OPMaIMOHHBIX pecypcax Poccuiickoit deneparuu;

W) BRISIBJICHHE, cOOp ¥ aHaiM3 CBeIeHHH 00 ysI3BUMOCTSIX
IIPOrpaMMHOT0 oOecredeHus: 1 000pyJOBaHMUS;

K) MOHUTOPHHT CTETIeHU 3aIUIIEHHOCTH WH()OPMAIIMOHHBIX CUCTEM
1 WHQOPMALMOHHO-TEJIEKOMMYHHUKAIIMOHHBIX CeTed Ha BCeX J3Tamax
co3maHus, (QYHKIHOHUPOBAHHUS U MOJEPHU3ALUU HHPOPMAIMOHHBIX
pecypcoB Poccuiickoit @enepaninu, a Takke pa3paboTka METOIUUECKUX
peKOMEHIAlMK [0 OpraHM3alliy 3allUThl MH()OPMALMOHHBIX PECYpPCOB
Poccuiickoit @enepaiiuu OT KOMIBIOTEPHBIX aTak;

M) OpraHu3aIlis ¥ OCYIIECTBICHUE aHTUBUPYCHOM 3aIlUTHL;

H) COBEPIIICHCTBOBAHNE ONEPATUBHO-TAKTUUYECKOTO0 B3aWMOAEHCTBUS
CHJI M CpeACTB OOHapyXeHHs, NPEeIyNpeKIeHHs W JIHUKBUIAINU
MIOCJIEICTBUI KOMITBIOTEPHBIX aTak.

8. Co3manmne u QyHkiuoHupoBaHue CHCTEMBI OCYLIECTBISETCS Ha
OCHOBE CJIeTYIOIINX MTPUHIIUIIOB!

a) TeppUTOpHAIbHAS pacipeneleHHOCTh CUCTEMBI;

0) oTpacieBas U TeppUTOpHabHAs opranuzauust CUCTEMEL,

B) €IMHCTBO  TOCYJapCTBEHHOTO  IUIAHUPOBAHUS, a  TaKKe
KOODAMHAIIMM M KOHTPOJS peanu3aliil KOMIUIEKCA TEXHHYECKHX U
OpraHu3aIIOHHBIX Mep;

r) obecrieueHne (GyHKUMOHUpoBaHUSI CUCTEMBI Ha OCHOBE €IUHOU
HAYYHO-TEXHUYECKOW U OpraHU3allMOHHO-METOJUYECKOH IOJIUTHKH;

1) IOCTAaTOYHOCTh M PAllMOHAIBHOE HCIIOJIB30BAHUE CWJI U CPEICTB
OOHapyXeHHUsl, TPEeNyNpeKIeHUs W  JHUKBUJAUUH  IOCJIEACTBUH
KOMITBIOTEPHBIX aTak;

€) pas/ie/ieHre MOJITHOMOYHI W OTBETCTBEHHOCTH MEXIY CyOBEKTaMU
CucreMsl Ha OCHOBE HOPMAaTHBHO-TIpaBOBOif 0a3el  Poccuiickoit
denepanuy.

III. OpranuzanvoHHbIe OCHOBBI CUCTEMBI

9. OcHOBHOM OpraHU3alMOHHO-TEXHHYECKON COCTaBJISAIOIEH
CucteMbl SBIISIFOTCS ~ LIEHTPBl  OOHApYXXEHWs, IMPEAyIPEeXKIEHUS U
JMKBUJALMK IOCIEACTBHM KOMIIBIOTEPHBIX arak (zanee - LEHTPBHI),



OpraHM30BaHHEBIC 110 BEJOMCTBEHHOMY U TEPPUTOPUATIFHOMY TIPUHIIUIIAM.

10. K ocHOBHBIM 337jauaM [IEHTPOB OTHOCSITCS:

a) oOHapy)KeHHe, MNpeAyNpekKIeHHEe MU JMKBHIALMS IOCIEICTBHI
KOMITBIOTEPHBIX aTak, HaIIpaBJICHHBIX  Ha KOHTPOJIHPYEMBIE
UH(OPMAaLIMOHHBIE PECYPCHI;

0) npoBeJeHHE MEPOIPHUATHH I10 OIICHKE CTENEHH 3allWIEHHOCTH
KOHTPOJIUPYEMBIX HHPOPMAIIMOHHBIX PECYPCOB;

B) IPOBEJICHHE  MEPONPHUATUI 1O  YCTAHOBJEHHUIO  [PHYMH
KOMITBIOTEPHBIX HMHIIUAEHTOB, BBI3BAHHBIX KOMIIBIOTEPHBIMU aTaKaMM Ha
KOHTPOJIMpyeMBble UH(OPMALIMOHHEIE PECYPCHI;

r)cOop ¥ aHauM3 JaHHBIX O COCTOSHHMH HH(POPMALUOHHOMN
0€30I1aCHOCTH B KOHTPOJIMPYEMBIX HHOPMAITMOHHEIX pecypcax;

1) OCYILIECTBIICHUE B3aUMOAEHCTBHSI MEXITy [EHTPaMHU;

€) HHQOPMHUPOBaHUE 3aUHTEPECOBAHHBIX JIUI] ¥ CYOBeKTOB CHUCTEMBI
IO BOIpOCaM  OOHApyXEHHs, TPEeAYNPEeKACHUS U  JIHKBHIALUH
IIOCJIEICTBUI KOMITBIOTEPHBIX aTaK.

11. IlenTpel moppasznessitoTcss Ha rJaBHBIM  1eHTp CHCTeMB,
pervoHabHBIE LEHTPBI, TEPPUTOPUAIBbHBIE LEHTPHI, IEHTPHl OpPraHoOB
rocylapcTBeHHOW  Biactd  Poccuiickoit  ®enepailui W OpraHoB
roCyJapCcTBEHHONW BiacTu cyOwekToB Poccuiickoit ®enepanmu (nanee -
BEJJOMCTBEHHBIE [IEHTPHI) U KOPIOPATUBHEIE LIEHTPHI.

12. I'naBuelii nieHTp CUCTEMBI, perHOHANBHBIE U TEPPUTOPUABHEIE
neHtpel  CHcTeMBl  cO3JalOTCsl  cWilaMu  (efepabHOrO — OpraHa
UCIIOJTHUTENBHON BJIACTH, YIOJHOMOYEHHOTO B OO0NAacTH CO3/aHUs U
obecrieueHust QyHKIHOHUpOoBaHUS CucTeMBl. 30HOW OTBETCTBEHHOCTH
JAHHBIX LEHTPOB SBJISIOTCS HH(POPMAIMOHHBIE PECYPChl  OPraHoB
rocygapcrseHHoil  Biactu  Poccuiickoit  ®enepauim W OpPraHoOB
roCylapCTBEHHOW BiacTu cyOwpekToB Poccuiickoit @enepanuu (namee -
OpraHbl TOCYJapCTBEHHOM BJIACTH), a Takke WH(OPMAIIMOHHBIE PEeCypCHI
YKa3aHHOTO (eiepaIbHOTO OpraHa UCIIOIHUTEILHON BIACTH.

JlanHBlE LIEHTPHI OPraHU3YIOT MW IIPOBOIAT B COOTBETCTBHU C
3aKoHOaTenbecTBOM Poccuiickoil PDenepaliin MEpONPUITHSA IO OICHKE
CTEIIEHU 3aIIUIIEHHOCTH KPUTUYECKOH MHPOPMAIMOHHON
uHpacTpykTypsl Poccutickoii @enepannu OT KOMIIBIOTEPHBIX aTak.

13. BenoMCTBEHHBIE LEHTPHl  CO3JAIOTCSl  3aUHTEPECOBAHHBIMU
OpraHaMy TOCYJApCTBEHHON BJIaCTU. 3O0HOM OTBETCTBEHHOCTH TaKHUX
IIEHTPOB SIBJISIFOTCS MPHUHAJIeKAIME OpraHaM TOCYyJJapCTBEHHOU BIIACTH
nHbOpMalMOHHBIE pecypchl. Takke BEIOMCTBEHHBIE LIEHTPHI MOTYT



CO3JaBaTbCsi M OKCIUIyaTHMpPOBAaThCA B HHTEpecax  OpraHoB
TrOCYAapCTBEHHOW  BJIACTH  OPraHM3aLUsIMH,  OCYIIECTBJISIOIIUMHU
JULEH3UPYEMYIO I€SITEIbHOCTD B 00JIACTH 3alUThI HHPOPMALIHH.

DyHKIHOHUPOBAHWE BEIOMCTBCHHOIO LEHTPA OOECIEeYnBACTCS
OpraHoOM roCyIapCTBEHHOM BJIACTH, CO3JaBIIUM ITOT I[EHTP.

14. KopriopaTuBHEIE LEHTPEI MOTYT CO3aBAThCS IOCYAaPCTBEHHBIMH
KOpIIOpallisIMH, OMEpaTopaMu CBSI3U U JIPYTUMH  OpraHU3alsaMH,
OCYIIECTBIIIOIIMMH JIMLIEH3UPYEMYIO JIEATEIbHOCTE B OOJIACTH 3aIlUTHI
uH(pOpMAaLIUH.

OyHKIMOHMPOBAHUE KOPIIOPATHBHOIO IEHTPA OOECIIEUNBACTCS
opraHuzanyen, Co3gaBIlIeld Takou EeHTp.

15. BrirovyeHnne  BEIOMCTBEHHOIO  (KOPIOPAaTHBHOTO) IIEHTpa B
coctaB CHCTEMBI OCYIIECTBIAETCS Ha OCHOBE COIJVIALIEHHS OpraHa
rOCYyHapCTBEHHOW BJacTH (OpraHM3alliy), CO3JaBLIero (Co3/aBIuel)
YKa3aHHBIH IEHTP, C (eepallbHBIM OpPraHOM HCIOJHUTENLHOM BIIACTH,
YIOJIHOMOYEHHBIM B obnactu CO3IaHHUsI 17§ obecneueHus
GyHxkuronupoBanus CHCTEMEL.

16.B  cocraBe Cucrembl (QYHKIHOHMPYET  CO3JaHHBII B
@enepanbHoii  cayx0Oe  GezomacHocTH  Poccmiickoit  ®eneparuu
HanuoHanpHEIH ~ KOOPAMHAIMOHHBIH — IEHTP IO  KOMIIBIOTEPHBIM
MHIUJCHTaM, KOTOPBIM OpraHu3yeT U OCYIIECTBIsET 0OMeH HHbopManuei
O KOMIIBIOTEPHEIX MHUUJEHTAX C IOPUIUYSCKHMHM JIMIIAMHM, BJIAIEIOIMMHA
Ha IpaBe COOCTBEHHOCTH WM WHOM 3aKOHHOM OCHOBAaHHUH OOBEKTaMU
KPUTUYECKOU UH(GOPMaITHOHHON UHQPaCTPYKTYPHI Poccuiickoii
®epnepannu, omepaTopaMH CBsI3H, O0€CIEUMBAIONIMMHU B3aUMOJEHCTBIE
O0OBEKTOB KpUTHYECKOH HMH(OPMAMOHHOU HHMPaCTpyKTyphl Poccuiickoit
Denepanuu MeXy cOOOH, yIIOJHOMOYEHHBIMH OpraHaMyd WHOCTPAaHHEIX
roCynapcTB, MEXTyHApOAHBIMHU u HeIPaBUTEbCTBEHHBIMHU
OpraHM3alUsIMH,  OCYIUECTBJIONMMHU  JACITEHOCTP B 00JIacTH
pearupoBaHus Ha KOMIBIOTEPHBIC HHIIMICHTHL.

18. ®enepanbHbIit opras HCIIOJIHUTEIbHON BJIACTH,
YIOJTHOMOYEHHBIN B oOnactu CO3IaHUs H obecrnieueHus
QyHxuuoHrpoBaHus CHCTEMBI, OCYHIECTBISIET JOBEAEHHE N0 CyOBEKTOB
Cuctempl wuHbOpManuu 00 yrpo3ax HHPOPMAIMOHHEIM pecypcam
Poccuiickoii Denepanry U 0 HEOOXOAMMBIX Mepax IO HeHTpanusanuu
JAHHBIX YIpo3, a TakKe o0ecreurBaeT peau3alldi0 MEpPOIPHITHH 10
COBEPILIEHCTBOBAHUIO OIIepaTUBHO-TAKTUUECKOTO B3aUMO/JICHCTBUS
cyOBekToB CHCTEMEL.



IV. HopmaTuBHO-TIpaBOBOE, HAYYHO-TEXHUUECKOE, HH(OPMAIIIOHHO-
aHAIUTUYECKOE, KaJIpOBOe M OpraHU3allMOHHO-IITaTHOE 0OecIeueHme
co3fanus U QyHKIMOHUpOoBaHus CUCTEMBI

19. HopmatuBHO-IIpaBoBOE obecreueHue CO3JIaHUs 7§
byHKIIMOHPOBaHUsI CUCTEMBI BKIIIOYAET:

a) co3/laHue 3aKOHOIaTeNbHO 60a3pl Poccuiickoit Denepanuu;

6) nmopsimok ¢ukcanuu 1 obMeHa nHpopMalue MexIy cyObeKTaMu
CucreMbl O KOMIBIOTEPHBIX aTakax Ha HWHGOPMAaIOHHBIE PEeCypCh
Poccuiickoit @enepalini ¥ BEI3BAHHBIX MU KOMITBIOTEPHBIX HHLIUJEHTAX;

B) TIOPSIIOK OCYIIECTBIICHHUS JesSTebHOCTU CyObekToB CHCTEeMBI B
obnacti OoOHApy>KeHHUsI, MPEeAYIPEKICHUs] U JUKBUAALMM IOCIEICTBUI
KOMITBIOTEPHBIX aTak;

I') HOPSIOK ¥ MEPUOAUYHOCTH MPOBEICHUS MEPOIIPUATHH 110 OLIEHKE
CTETICHU 3allUIIEHHOCTH KPUTUYECKOU nHOOPMaLOHHOM
uHppacTpykTypbl Pocculickoit @enepanuy OT KOMIIBIOTEPHBIX aTak;

1) TIOPSIZTOK oOMeHa uHbopmanuen MEXIY opraHamu
rOCY/JJapCTBEHHOM BJACTH U YHOJHOMOUYEHHBIMU OpraHaMH MHOCTPaHHBIX
rocygapcts (MEeXIyHApOAHBIMH OpraHM3alMsMH) O KOMIIBIOTEPHBIX
HHIAJEHTaX.

20. HayuHo-TexHHYEeCKOe obecrnieueHue CO3/IaHus u
¢byuknronupoBaHusi CHCTEMBl OCYIIECTBISIETCS HAa OCHOBE PE3YJIBTATOB
(GyHIaMEHTATBHBIX U MPUKJIAJHBIX HAYYHO-TEXHUYECKUX UCCIIEIOBaHUN U
paboT MO CeIyIOINM HalPaBICHHSIM:

a) paspaboTKa METOJIOB  BBISBJICHUS IIPU3HAKOB  IIPOBEACHUS
KOMIILIOTEPHBIX ~aTaK, ONpeJelNeHuss HUX HCTOYHMKOB M CIOCOOOB
OCYIIIECTBJICHUS U HAallpaBJICHHOCTH;

0) pa3paboTKa METOJIUK TPOBEACHUS MEPOIPUATUN IO OLEHKE
CTENEHM 3alUIICHHOCTH WHQOPMAIMOHHBIX CUCTEM U MH(YOPMALUOHHO-
TEIEKOMMYHHKAIIMOHHBIX CeTell OT KOMIBIOTEPHBIX aTaK, (QUKCaluu
KOMIIBIOTEPHBIX HHIIMJICHTOB, a TakXe METOIWYECKUX PEKOMEHJAlui B
00IacTH BBISBJICHUS, TPEAYNPEKACHUS U JIMKBUIALKUU IOCIENCTBUI
KOMITBIOTEPHBIX aTak, BKJIIOYAs pPeKOMEHJAIUK 110 OpraHU3alluy 3aIlUTHI
KPUTHYECKOH  WHQOpMAaIMOHHOW  UHOpacTpykTypel  Poccuiickoi
denepanyy 0T KOMIBIOTEPHBIX aTaK;

B) IPOTHO3UPOBaHKE U pazpaboTka Mojenel B 001acTi ooecreueHus
nHpopMarronHoi 6ezonacHocTH Poccuiickoit ®enepanum;

I) paspaboTKa METONWK OOHapyXXeHUs KOMIBIOTEDHBIX arak Ha



MHGOPMALMOHHBIE CHCTEMBI B HH()OPMAIMOHHO-TEeIEKOMMYHUKAIIMOHHEIE
ceTH;

€) pa3spaboTKa METOMIOB M CPEICTB BBIBICHHSA H HpPELyIpekIeHus
KOMIIBLIOTEPHBIX HHIIUACHTOB, BEI3BAHHBIX KOMITLIOTEPHBIMHU aTaKaMH.

21. MadopManiMoHHO-aHAIUTHYECKOE obecrnieuenue
(QyHKIIMOHUPOBaHHS Cucremsl OCYIIIECTBIISIETCS Ha  OCHOBE
NPOTHO3UPOBAHUS CUTyallMH B 00jacTH obecredeHus MH(OPMAMOHHOM
Oesomacuoctn Poccuiickoit ®enepamun. VICXOOHBIMM JTaHHBIMH TSI
IIPOrHO3UPOBAHUS SIBJISIOTCS:

a) uHbopMaIus, IoJlyqaemast CpeACTBaMH OOHapyxeHus,
NPEYNPEXICHHUS U TUKBUMAIMY HOCIEICTBHN KOMITBIOTEPHBIX aTaK;

0) pe3yJbTaTBl OLEHKH CTCNeHH 3alUIIEHHOCTH KPHTHYECKOM
MHQOPMAlMOHHOH  uHdpacTpykTypsl  Poccumiickoit  ®exepaumn ot
KOMIIBIOTEPHBIX aTakK;

B) HHQOPMAIM O KOMIIBIOTEPHBIX AaTaKaX M BHI3BAHHBIX UMM
KOMIIBIOTEPHBIX UHIUICHTAX, HOCTyHaroast 1o KaHaJjiaM
MEXIyHapOJHOTO OOMeHa.

22. KagpoBoe 1 OpraHu3aloOHHO-IITATHOE 00eCIIeUeH e CO3IaHus 1
¢ynxunonupoBanuss CHCTEMBI BKIIIOYAET:

a) [leJIeBOE  BBIIETIEHHE JIONOJHUTENbHBIX IITATHBIX —PECYpCOB
3aHHTEPECOBAaHHBIM OpraHaM rocyIapCTBEHHOMN BIIACTH;

0) COBEPIICHCTBOBAHHE HOPMATHBHO-METOINYECKOr0 OOecIeyeHHts
IIOArOTOBKH, IEPeNOJArOTOBKA M IOBBINICHUS KBalU(HKAIUM KagpoB,
obecneunBaroux peanuzaiuo GyHknyui CHCTeMBI;

B) pa3BUTHE y4e0HO-1a00paTopHO 0a3sl IOATOTOBKH,
NIePEeTIOATOTOBKHU U MMOBBILIEHHS KBATU(UKAIIH KaIpoB, 00€CIIeYnBaIONINX
peanuzanuio GyHKuui CHCTEMBI,

I) HOATOTOBKY, IIEPENOATOTOBKY X MOBBINIEHWE KBATH(MHKALIHH
KaJpoB, 00ECIIEYMBAIOIINX peann3annio GyHKkuui CHCTEMB.



